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Today, every government agen-
cy is completely dependent on 
digital technology to perform its 
mission, and everyone is counting 
on Zero Trust to secure this tech-
nology and associated data to en-
sure citizen services and national 
security.   The Executive Order 

(EO) 14028 on Improving the Nation’s Cybersecu-
rity (May 12, 2021) emphasized Zero Trust, but what 
are some of the big lessons learned implementing 
Zero Trust? 

Zero Trust is simultaneously a concept, a frame-
work, an approach, an architecture, a set of guiding 
principles, a systems design, and an operational 
model to cybersecurity and risk management that 
safeguards the environment no matter where data 
and people reside to build the capability to trust 
nothing and verify everything. 

This broad definition of success means some gov-
ernment agencies may have already claimed victory, 
but in my federal service experiences as well as recent 
experiences supporting federal clients, the reality is 
a few government agencies have limited Zero Trust 
implementations. Sharing Zero Trust lessons learned 

from these early implementations will be critical to 
broader rollout across the federal landscape. 

With Zero Trust, the user’s identity, their devic-
es, the software, the network, or the data could be 
compromised, and agencies need to implement Zero 
Trust controls across these six foundational elements: 
identities, devices, applications, data, infrastructure, 
and networks. 

This approach ensures that identities are verified 
and authenticated and that devices are compliant 
before granting access to any resources. Visibility 
and analytics, along with automation, need to be ap-
plied continually and comprehensively.  Zero Trust 
implementations requires significant integration of 
third-party applications, but agencies can leverage 
key cyber services from the big cloud service provid-
ers to streamline implementation. 

Zero Trust may seem like a lot to take on, howev-
er, the use of existing technologies and revamping of 
current processes and strategies can allow agencies 
to implement a new approach to cybersecurity with-
out huge capital investments.  Government agencies 
may already have many of the components in place 
providing many of the alerts and analysis needed 
for Zero Trust.  For example, existing Identity, Cre-
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dential, and Access Management (ICAM), Security 
Information and Event Management (SIEM), and 
Continuous Diagnostics and Mitigation (CDM) 
tools may already be providing many of the alerts and 
analysis needed for Zero Trust.  The SIEM delivers 
intelligent security analytics and threat intelligence 
across the enterprise and provides a single solution 
for alert detection, threat visibility, proactive hunt-
ing, and threat response.

 Agencies will also need to incorporate threat in-
telligence feeds, network and system activity logs, 
identity management systems, data access policies, 
and a policy engine.  These are all important Zero 
Trust components.  Access to resources will need to 
be determined by policy and consider the requesting 
system as well as observable user identity and behav-
ioral traits, and the threat environment.  The policy 
administrator, with its security orchestration auto-
mated response solution, acts upon alerts to initiate 
actions to disconnect offending systems and deny 

prohibited access to resources.  Agencies will need 
to implement a trusted and secure communications 
platform between edge devices and services in the 
cloud or on-premises.  A private multi-segment and 
multi-path blockchain is ideal to securely hold cipher 
keys and this can be used to enforce the use of enter-
prise public key infrastructure (PKI). 

Thinking about the future, Zero Trust solutions 
will need to evolve.  Quantum computing may be 
able to crack today’s encryption, and artificial intel-
ligence (AI)-powered cyber-attacks may occur.  We 
will certainly need to incorporate AI into Zero Trust 
implementations and establish a resilient cyber eco-
system through connected technologies like AI.  We 
may need to think about broader implementation of 
Host Identity Protocol (HIP), or implementation of 
Blockchain to treat the network as a massive ledger. 
And we will need continued close cooperation be-
tween government and industry. n

With Zero Trust, the user’s identity, their devices, the software, 
the network, or the data could be compromised, and agencies 

need to implement Zero Trust controls across these six 
foundational elements: identities, devices, applications, data, 

infrastructure, and networks.
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